HWONG DAN S’ DUNG FASTCONNECT TRADING

FastConnect Trading (FCTrading) Ia bd API cung cép hb tro khach hang dat, stra, hdy 1&nh

va truy van thong tin tai khodn. SSI hé tro méi trwérng Python va Node JS/
1. Quy trinh tich hop

Quy trinh tich hop bao gdm dang ky st dung dich vy, Key Credential
1.1.Dang ky dich vu

- Dé tich hop API FastConnect Trading can:

+ |board:

Buwéc 1: Khach hang dén cac chi nhanh / PGD cla SSI dé dang ky st dung dich vu Fast
Connect API

Buwaéc 2: Sau khi duwgre thdng bao dang ky thanh céng, Khach hang dang nhap vao Iboard va
vao tab DICH VU API.

Man hinh hién thj da dang ky dich vu thanh céng:

85| iBoard SS1 phdi hop ngan hang BIDV trién khai tinh ning Lién k&t ngan hang va ndp tién giao dich« ¥ Tiéng Vigt ~ Dark Theme (L,

BANGGIA  GIAO DICH CHUNG KHOAN v CONG CUPHANTICH ~ S-PRODUCTS v  GIAO DICHTIEN ~

DICH VU AP

i
i
i 1stConnect Dat
« K&t ndi api dat lénh & truy van thong tin tai khoan « Ngubn dir liéu phan tich dy du, chuan xac Cdng nghé mai nhat
« D& dang tich hop « Dii liéu realtime & EOD cap nhat nhanh chéng

« DAy du dir liéu clia cd phiéu, phai sinh, ching quyén, index




Man hinh théng tin dich vu da dang ky:

SS) iBoard dding ky trudc vdi I5i sust wu 03 0%/ndm, du ng t5i da 2 1y dong/TK. LH 1900545471 hodic truy c3p www.ssi.com.vn d¢ bigt thém chi tit. # TigngVigtv  DarkTheme (&

GIAO DICH CHUNG KHOAN ONG GU PHAN TiCH - 0 S~ GIAD DICHTIEN

DICH VU API

Tén dich vu Ky han Batdiu Kt thic 1P dang ki Trang théi két ndi
FCData 3thang 30/12/2020 17/05/2022 « Bang hoat déng
FCTrading 3théng 30/12/2020 16/09/2022 « Bang hoat déng
Qrader ¥

Budc 3: Tao Key két nbi dé sir dung dich vu:

881 iBoard SSI phdi hop ngan hang BIDV trién khai tinh nang Lién két  # Tiéng Viét ~ Dark Theme (L

BANG GIA  GIAO DICH CHUNG KHOAN CONG CU PHAN TiCH S-PRODUCTS ~  GIAO DICH TIEN ~

DICH VU AP|

Tén dich v Ky han Bitdau Kt thic 1P ging ki Trang théi k&t i
FCData 3théng 30/12/2020 17/05/2C Ban mudh tao key k&t ndi cho X « Bang hoat ddng ' 5
FCTrading 3théng 30/12/2020 16/09/2¢ + Banghoat déng ]
FastConnect Data 3

Key két néi dwoc tao thanh cong:



S8l Beard ms

DICH VU API

Tao tharh cing key kel ng

Wi 1eng by lai &€ s dung dich v

ComsumeriD: | ]

spac il b RS
ComsumerSecret: [ 1 D

- & fung hoat Jing + B
Private Key:

Budc 4: LAy ConsumerlD va ConsumerSecret thay vao file config: fc_config ( file trong thw
muc giadi nén khi tai client Python hodc NodeJS Fastconnect Trading) va dién ddy dd cac

thong tin:
+ TwoFAType: 0: PIN va 1: OTP
VD déi véi client Python:

> ThisPC » NewVolume (D:) » Huyenfnh » FCPRO » bantdilén PRO » FCTrading_python_v2 » examples

~ MName - Date modified Type Size
__pycache_ File folder
[F _init_ Python File 1KB
1ent _client e Python File 6 KB
an Python File 2KB
- . Python File 1KB
|=| requirements Text Document 1KB

1

ft Teams Chat Files

r ] ) Elfe_corfigpy E3 |H:'

ConsumerID = "M

ConsumerSecret = "7

PrivateKey = ""

Url = "https: fc-tradeapi.ssi.com. VD
StreamURL = "https: fc-tradehub.ss5i.com. VD
TwoFAType = O

Buwadc 5: Luwu thdong tin



1.2.Key Credential
Théng tin cAu hinh dé tich hop v&i FCTradingAPI

e ConsumerlD: Dinh danh tai khoan
e ConsumerSecrect: Key truy cap server

e PrivateKey: Buoc sir dung dé tao chi ky sb bang thuat toan RS256

. Thong tin tich hop
2.1.Chu ky dién tor

Signature 1a mét chudi ky tw dwoc tao ra tir mot thuat toan cho trwde, str dung dé kiém tra
tinh dung dan cuia di¥ liéu trén dwong truyén gitra 2 hé thdng. Mot sé thuat toan dang st
dung la MD5, SHA256, RSA.

Tham khao thém: Wikipedia

Trong tai liéu nay sr dung thuat toan RSA + SHA256 dé tao Signature. D liéu dau vao bao

gdm Secret Key va data, data 1a mét json body chira théng tin d&t/stra/xdéa

2.2.Python Client
2.2.1. Caidat

- Yéu cAu cai dat Python 3.x tr 1&n ( c6 thé tai ban python.org/downloads/release/python-
370/)

Lwu y: Nho tick Add system path khi setup Python
- Khi cai dat khéng st dung phién ban Python méi nhat
VD: Néu phién ban 3.9 1a bdn m&i nhét thi tai ban 3.8 d6 vé ban 3.0

- Tai client va gidi nén:


https://en.wikipedia.org/wiki/HMAC

SSI iBoard SS1 phi hop ngan hang BIDV trién khai tinh nang Lién kit ngan hang va ngp fien| ¥ Tiéng Viét v & 131219

GIAO DICH CHUNG KHOAN ~  CONG CU PHAN TiCH S-PRODUCTS GIAO DICH TIEN

DICH VU AP|

Téndich vy Ky han Bat diu v i : 19 3nn i v Trang thai két ni
FCData 3thang ] Tai FCData c6 san trén céc client khac nhau s Dot in
FCTrading 3théng 30/12/2020 P (\, « ang hoat dong
arse S = C ‘
Python Nodejs Java Net

Show all

Buwdc 1: Gidi nén

FC PYTH — 2:14 PM Compressed (zipp...
Open

Open in new window

B Classify and protect

Extract All...
T-Zip 2
CRC SHA .

Pin to Start
Ml oo b aleoao

Buwdc 2: G6 cmd vao & dia chi thw muc dé khéi tao command line

»| This PC » New Volume (D:) » Huyen Anh » FCPRO > bantdilén PRO » FCTrading_python_v2 e Go emd
~ Name Date modified Type Size
dist File folder
examples File folder
it [E] example_api Windows Batch File 1 KB
= example stream Windows Batch File 1 KB
[&] install_examples Windows Batch File 1 KB
*| README Markdown Source.. 1 KB

Teams Chat Files

Man hinh hién thj ctra s6 nhw sau:



BN Ch\Windowsh\System32icmd. exe

rosoft Windows [Version 16.8.19844.1766]
Microsoft Corporation. All rights reserved.

:\Huyen Anh\FC PRO\ban tai 1&n PRO\FCTrading python_v2:

Buwéc 3: Dién thong tin trong file fc_config.py tai thw muc examples:

— ‘ Tl —

ConsumerID = "

ConsumerSecret = "7

PrivateKey = ""

Url = '"https: fc-tradeapi.ssi.com.vD
StreamURL = "https: fc-tradehub.ss5i.
TwoFAType =

Lwu y: TwoFAType = 0: PIN va 1: OTP ( SMS/ Email/ SmartOTP)

Ma OTP c6 thé chon hiéu lwc 8 tiéng, Khach hang chi can xac thwe 1 1an dau ngay la

c6 thé str dung trong suét phién giao dich.

Budc 4: Cai dat Client: Dwa vao file README khi giai nén file:

5 READMEmd 3 |

e

Run Example

Install ssi-fctrading client: “pip install dist/ssi_fctrading-2.0.0.tar.gz’

Install reguirement: “pip install -r examples/requirements.txt’

Config your key and PIN in file “examples/fc config.py’

Run “example api.bat’® to start example and open browser at [Swagger] (http: 127.0.0.1:8000/docs) to test
Run “example stream.bat® to start streaming

Chay cau lénh sau: pip install --trusted-host pypi.org --trusted-host files.pythonhosted.org --
proxy=http://<username>:<password>@proxyhn.ssi.com.vn:9090 dist/<tén file trong thw

muc dist>



Lwuy:
+ username va password ( khéng co ky tw) dang nhap vao Iboard.
+ Néu password c6 @ -> Chuyén thanh %40
Vi du cau Iénh va két qua trd nhw anh:
g \huyen

uirement alrea
i-fctr

webso
fctradir

Requirement a
anhnh

rm_python_implementation
signalr ient

Buwdc 5: Chay tiép cau Iénh pip install --trusted-host pypi.org --trusted-host
files.pythonhosted.org --proxy http://<username>:<password>@proxyhn.ssi.com.vn:9090 -r

examples/requirements.txt
Lwu y: Néu password c6 @ -> Chuyén thanh %40

Vi du cau Iénh va két qua nhw anh:



! 7 --trusted-host files.pythonh
quirement

Collecting web et
Downloading webs

s spiffio c
1 iffio

tapi-®
webso




Bwéc 6: Click douple vao file example_api -> Cai dat thanh cong nhw anh:

B CAWINDOWS\system32icmd.exe — O b

reload

mINFO« tar . - e[ 1 - g « e[ L god<[8m
hbGcioi i 35 p> g il MGY1NDM3N y WVhMmIw

iIKFQ.r4fEBemr@luwbgqxadCan
DVgX1rFt] 1fDNe14
E Star ver p
MINFO<[8m:
MINFO<[8m:

Note:

- Chi cai dat 1 1an duy nhat. Lan sau chay chi can click douple vao file example_api
va Dat/stra/hlly 1énh va truy van théng tin tai link Swagger:

http://127.0.0.1:8000/docs

2.2.2. Chay Client
Mé& link Swagger dinh kém trong file README va thuc hién truy van/ d&t 1énh... truc tiép
trén Swagger: http://127.0.0.1:8000/docs

FastAP| &P

default -~
/get0Otp FcGet Otp A4
/verifyCode FcGetOtp ~
/newOder Fc New Order v
/modifyOrder FcModify Order ~
/cancelOrder Fc Cancel Order g
/stockAccountBalance Fc Stock Account Balance A
/derivativeAccountBalance Fc Derivative Account Balance ~
/ppmmrAccount FePp MmrAccount v
/stockPesition Fc Stock Position ~

/derivativePosition Fc Derivative Position v


http://127.0.0.1:8000/docs
http://127.0.0.1:8000/docs

2.2.3. Streaming

- Click douple vao file example_stream dé nghe Streaming I&nh. Théng tin nhw &nh:

MmIwMz hmMz Ui

2.3.NodedS Client

2.3.1. Caidat
- May tinh c6 cai dat NodeJS ( cai dat tir ban v.10.15.3 tr& 1é€n)

- Kiém tra may tinh da cai dat NodeJS va version: cmd node —version

Bl C\Windows\System32\cmd.exe - emnd node --version

d node --v
sion 18.8.°

C:A\WINDOWS\system32>

- Tai client va gidi nén:



SSI iBoard SS1 phi hop ngan hang BIDV rién khai tinh nang Lién kit ngan hangva ngptien, ¥ TigngVigtv  Dark Theme @

BANGGIA  GIAO DICH CHUNG KHOAN v  C CU PHAN TiCH S-PRODUCTS ~  GIAO DICH TIEN

DICH VU AP|

Ky han Bét dau e 1D AZnn b

Trang thai két ni
Tai FCData c6 san trén céc client khac nhau

3tnéng 30/12/2020

« Bang hoat dong

FCTrading 3théng 30/12/2020 P @ (( « ang hoat dong
= C

QTrader

Python Nodejs Java Net

Buwdc 1: Gidi nén

FC_15.zi ¢ 2:01 PM Compressed
Open

Open in new window

B Classify and protect

Extract All...
T-Fip 2
CRC SHA s
Pin to Start

[¥] Scan for threats

Bwdc 2: G cmd vao 6 dia chi thw muc dé khéi tao command line

» ThisPC » MNew Volume (D:) »

Huyen Anh > FCPRO » bantdilén PRO » FC_TradingClientlS2.2.1 |/ g6 cmd

~ Mame a Date modified Type
node_modules Il 3PM File folder
TradingAPISClient File folder
(2] example_v1 JavaScript File
ams Chat Files @ FC_TradingAP|_JavascriptClient_v(.1 Microsoft Word D...
(8] index JavaScript File
package JSOM Source File

package-lock
¥ README

JSON Source File

Markdown Source...

(zipp..

Size

20KB
60 KB
18 KB
1 KB
27T KB
1 KB

Show all



Man hinh hién thj ctra s6 nhw sau:

CAWindows\System32\cmd.exe

icrosoft Windows [Version 10.0.19043.1466]
c) Microsoft Corporation. All rights reserved.

:\tai lieu\PRO\FCtrading\FC_JS\FCTrading_JS_v2.0.1>_

Buwéc 3: Khi chay xong tiép tuc gé cau lénh: node index.js -> Enter

CAWindows\5ystem32\cmd.exe - node index.js

F:\tai lieu\PRO\FCtrading\FC_JS\FCTrading_JS_v2.@.1>node index.]
Example app listening on port 3812!
Please specify a ConsumerID; Please specify a ConsumerSecret

Buwéc 4: Giai nén client thanh céng:
CAWindows\System32\cmd.exe - node index. s

F:\tai 1lieu\PRO\FCtrading\FC JS\FCTrading ]S v2.@.1>node index.j
Example app listening on port 30812!
Please specity o ConsumerIl; Please specify a ConsumerSecret

2.3.2. Chay Client
- Dé thuan tién cho viéc test di liéu tir Client, nguoi dung cé thé str dung thdng tin dwoc

dién sén trong file example_v1.js.



- L&y Key dwoc tao & Iboard thay vao file config.js va chay lai cmd nhw sau:

Budc 1: Tao Key & IBoard:

DICH VI ARI

Tao thanh cong key kit ni

Wi Hong b lgi &€ 50 dung dich w

Cordimaril: l L

CorsumerSecret: [ |
- « Eung hoat ding : B
Private Key:

Buéc 2:

- Thay ConsumerID va ConsumerSecret vao file index.js:

= ' Jindexjs E3

2% [H function parseBool (str) {

26 retarn sStr == Crue |l Str == true;

}

28 var date = new Dates();

31 EHvar config =
32 ConsumerID:"",

ConsumerSecret: "",

PrivateKey: "",

DURL: "https: fc-tradeapi.ssi.com.vn"™,
stream url: "wss: fc—tradehub.ssi.com.vn

Bwéc 3: Phwong thire giao dich clia khach hang
Bwéc 3.1: Khach hang st dung PIN dé giao dich:

- Dién PIN khach hang giao dich vao truérng Code & 2 ham “mockStockData” va

“mockDeterativeData”



= js [=lindex js E3

var date = new Date():

S fThiz is config for consumer have permission on all customer
FElvar config = {
ConsumerID:
ConsumerSec

PrivateKey:

URL: "https: fe-tradeapi

https .
stream url: "wIs: fc i m.vn/",
=
var configServer = config:
Floonst rg = axios.create({
kaseURL: config.URL,
timeout: |
-1
/ @END CONFIG */
Elvar|mockStockData = {
account: TO303%cl™,
buysell: "EB",
market: "VH", S/ Only support "VH" and "VHFE"
ordertype: "LO",
price: f
gquantity: .

instrumentid: S5I1Iv,

validitydate: date.yyyymmdd(),

channel: "IW",

extOrderID: "7, // this property is unigque in day.

Zeoadom- 0

code: L

CWOraIyoe . T

startDate: "24/05/2019"™,

endDate: 30/05/2018

= Luwu file index.js

Budc 4: M& cmd va chay lai cau 1énh: ctrl C -> node index.js

P A B v

Buwéc 5: Giai nén va Cai dat client thanh cong



uyen
ample app liste

exceed spread limit","notifyID": "errorCode”:"

Buwéc 6: Chay trinh duyét ham “/verifyCode” dé verify ma PIN:

“ C @ localhost:301 1.-""-.-'E"fyt-}ﬂE?-:C-d&l:l

55l
1
message: “Success”,
status: 288,
- data: {

accessToken:
g I
0 |
D i
M |

¥

Budc 7: Bat/ Hay/ Stra Iénh va Query thong tin Iénh nhu trwdc day:

Vi du nhw anh:



“— C @ localhost:3011/maxBuyQty

55l

message: “Success”,
status: 2ea&,
- data: {
account: "@3@3g9sl",
maxBuyQty: S5918%e4,
marginRatio: null,
purchasingPower: 2151633729953

Buwéc 3.2. Khach hang st dung 2FA dé giao dich ( SMS/ Email/ SmartOTP)

- Chay trinh duyét ham “/getOtp” dé& |1ay ma OTP & dién thoai néu la SMS/ SmartOTP

hodc OTP & email néu 1a Email
Note: Ma OTP c6 thé chon hiéu lwc 8 tiéng, Khach hang chi can xac thwe 1 1an dau

ngay la c6 thé str dung trong subt phién giao dich.

< C (@ localhost:3011/getOtp

55l

message: "Success",
status: 2&8@

- Dién ma OTP nhan dwoc vao trudng code ctia 2 ham “mockStockData” va

“mockDeterativeData”



@END CCNFIG

Ewar

~1:

= Luwu file index.js

mockStockData = {

account: "0303%5g1",

buysell: "E",

market: "VH", /) Only support "VH" and "VHNFE"
ordertype: "LO",

price: .

gquantitcy: .

instrumentid: "535I",

wvaliditydate: date.yyyymmdd (),

channel: "IW",

excOrderID: """, /S this property is unigue in
SESSi s ) LR

code : I

Lo FaT o1

startDate: "24/05/2018",

endDate: "30/05/201a"

day.

Budc 4: M& cmd va chay lai cau 1énh: ctrl C -> node index.js

icrosoft Windows [V
Microsoft Corpo

PRO\FC

yen Anh\FC

Buwdéc 5: Giai nén va Cai dat client thanh céng




node index.js

e lower limit n exceed spread limit","notifyID":95,"errorCode”:"
1.15", "prefi

Bwéc 6: Dat/ Hay/ Stra Iénh va Query théng tin Iénh nhu trwdc day:

Vi du nhw anh:

<« C @ localhost:3011/maxBuyQty

55l
message: "Success",
status: 2288,

- data: {
account: “8383261
maxBuyQty: S5918%ed,
marginRatio: null,
purchasingPower: 2151635729958

2.3.3. Market data

a. Streaming

Streaming trading chi c6 khi dat/ stra/ hdy Iénh thanh céng



b. API

M@ file main.js ( bang Notepad ++...) va nhap théng tin can kiém tra

Budc 1: Dién théng tin ham mudn truy van & file index.js

Buwadc 2: Lwu file va chay lai cmd theo cau Iénh:

http://localhost:<porthienthitrongcmd>/<tenhamtruyvan>

Buwéc 3: Kiém tra thong tin vira truy van

Vi du: LAy théng tin Get Max Buy Qty

Dién théng tin muén truy van & ham Maxbuyqty trong file index.js -> Save

[=] indexjs 4

45
495

[ Y S S S

01 Ohject.assign(ro, reqg.gquery):;
02 H var reguest = {

PR | S

4 }) .catch(error => {
res.send(error) ;

- }

ws}

Happ.get ("/accountBalance", (reqg, res) => {

var ro = {};
Obhject.assign(ro, mockStockData) ;

account:

- ra({

url: client.api.GET ACCOUNT BALANCE,
method: "o=st'.

M@& trinh duyét va chay cau Iénh: http://localhost:3012/accountBalance


./http:%2F%2Flocalhost:%3Cport

C @® localhost:3012/accountBalance?account=1312191

hoc TA BA

design

crm

job

VOC

55l

message: "'Success”,

status: 2080,

data: {
account: "1312191",
cashBal: 29573,
cashOnHold: 9,
secureAmount: @,
withdrawable: 29573,
receivingCashTl: O,

receivingCashT2: O,
matchedBuyVolume: @,
matchedSellVolume: @,
debt: @,
unMatchedBuyVolume: @,
unMatchedSellVolume: @,
paidCashTl: @,
paidCashT2: 9,

cia: @,
purchasingPower: 25573,
totalAssets: 29573
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